Privacy Policy
Welcome, and thank you for your interest in Subsitutus Inc. ("Substitutus", "we" or
"us"), our website at https://substitutus.com/, and all related websites,
downloadable software, mobile applications (including tablet applications), and
other services provided by us and on which a link to this Privacy Policy is displayed,
and all other communications with individuals though from written or oral means,
such as email or phone (collectively, together with the Website, our "Service").
This Privacy Policy ("Policy") describes the information that we gather on or
through the Service, how we use and disclose such information, and the steps we
take to protect such information. By visiting the Website or by using the Service,
you accept the terms and conditions of this Policy.
This Policy is incorporated into, and is subject to, our Terms of Service. Capitalized
terms used but not defined in this Policy have the meaning given to them in our
Terms of Service.

1. WHAT INFORMATION DO WE COLLECT?
We collect different types of information from or through the Service. The legal
bases for our processing of personal information are primarily that the processing
is necessary for providing the Service and that the processing is carried out in our
legitimate interests, which are further explained in the "How Do We Use The
Information We Collect?" section. We may also process personal information upon
your consent, asking for it as appropriate.
a) When you give it to us or give us permission to obtain it when you use
the Service, you may provide and we may collect certain information that
personally identifies you or could be used to personally identify you
("personal information"). Personal information includes (but is not
limited to) the following categories of information:
•
•
•
•
•
•
•
•
•
•
•

Name
Profile picture
Address
Telephone number
Language
Email address
Authorization Id
Academic background and preferences
Your availabilities
Payment information
IP address and website cookies

You may provide us with personal information in various ways on the
Service. For example, when you use the Service, send us customer
service-related requests, register for an account, apply for a job, etc. If
you choose to withhold any personal information requested by us, it may
not be possible for you to gain access to certain parts of the Service.
If you make a booking via the Service, we will provide your interlocutor
with the necessary data to contact and identify you, including:
•
•
•
•
•
•
•
•

Name
Profile picture
Address
Telephone number
Language
Email address
Authorization Id
Academic background and preferences

If you are using our Services on your mobile device, you can choose to
provide us with location data.
b) We also get technical information when you use our Service or Website
or apps that have Substitutus features
These days, whenever you use a website, mobile application, or other
Internet service, there's certain information that almost always gets
created and recorded automatically. The same is true when you use our
Service. Here are some of the types of information we collect:
•

Log Data: When you use Substitutus, our servers automatically
record information ("Log data") including information that your
browser sends whenever you visit a website or your mobile app
sends when you're using it. This Log Data may include your Internet
protocol address, the address of the web pages you visited that had
Substitutus features, browser type and settings, the date and time
of your request, how you used Substitutus, and cookie data.

•

Cookie data: Depending on how you're accessing our Service, we
may use "cookies" (a small text file sent by your computer each time
you visit our website, unique to your Substitutus account or your
browser), or similar technologies to record log data. When we use
cookies, we may use "session" cookies (that last until you close your
browser) or "persistent" cookies (that last until you or your browser
delete them). For example, we may use cookies to store your
preferences or other settings so you don't have to set them up every
time you visit Substitutus. Some of the cookies we use are
associated with your Substitutus account (including personal
information about you, such as the email address you gave us), and
other cookies are not.

•

Device Information: In addition to Log Data, we may also collect
information about the device you're using Substitutus on, including
what type of device it is, what operating system you're using, device
settings, unique device identifiers, and crash data. Whether we
collect some or all of this information often depends on what type of
device you're using and its settings. For example, different types of
information are available depending on whether you're using a Mac
or a PC, or an iPhone or an Android phone. To learn more about
what information your device makes available to us, please also
check the policies of your device manufacturer or software provider.

2. HOW DO WE USE THE INFORMATION WE COLLECT?
We take steps designed to ensure that only those employees who need access to
your personal information to fulfil their employment duties will have access to it.
We use the information we collect to provide our Service to you and make them
better, develop new products, and protect Substitutus and our users.
We use the information we collect to:
•
•
•
•
•
•

Operate, maintain, enhance and provide all features of the Service, to provide
the services and information that you request, to respond to comments and
questions and to provide support to users of the Service;
Verify that the cardholder has authorized the purchase made on their debit or
credit card, when necessary;
Understand and analyze the usage trends and preferences of our users, to
improve the Service, and to develop new products, services, feature, and
functionality;
Send you communications subject to applicable laws; or
Comply with legal and regulatory requirements, where applicable.
With your permission and/or where permitted by law, we may also use your
personal data for marketing purposes, which may include contacting you by
email with information, news, and offers on our services. You will not be sent
any unlawful marketing or spam. We will always work to fully protect your rights
and comply with our obligations under the GDPR and the Privacy and
Electronic Communications (EC Directive) Regulations 2003, and you will
always have the opportunity to opt-out.

3. WHAT CHOICES DO YOU HAVE ABOUT YOUR INFORMATION?
You may have choices available to you through the device or software you use to
access Hopper. For example: The browser you use may provide you with the ability
to control cookies or other types of local data storage; Your mobile device may
provide you with choices around how and whether location or other data is shared
with us.
You can choose not to provide personal information like credit card information, or
your name, gender, and date of birth, but often this information is required to
complete travel booking.
To learn more about these choices, please see the information provided by the
device or software provider.

4. HOW DO WE SHARE THE INFORMATION WE COLLECT?
In certain circumstances, in order to perform the Service, we may disclose certain
information that we collect from you:
•

with Suppliers and airlines who fulfill your travel reservations. By making a
reservation through the Service, you are authorizing us to disclose to suppliers
the information required to complete the booking and deliver the related travel.
These suppliers are not controlled by Hopper and personal information
disclosed to them is subject to the applicable supplier's privacy policy and
security practices. Therefore, we encourage you to review the privacy policies
of any travel supplier whose products you purchase through this site.

•

with Third party vendors who provide services or functions on our behalf,
including credit card processing, business analytics, customer service, and
fraud prevention. Third party vendors have access to and may collect
information only as needed to perform their functions and are not permitted to
share or use the information for any other purpose. They are also required to
follow the same data security practices that we ourselves adhere to.

•

with law enforcement and governmental entities when required by law. For
greater clarity, we may disclose personal information or other information if
required to do so by law or in the good-faith belief that such action is necessary
to comply with applicable laws, in response to a facially valid court order,
judicial or other government subpoena or warrant, or to otherwise cooperate
with law enforcement or other governmental agencies; and

•

to an acquirer, successor or assignee as part of any merger, acquisition, debt
financing, sale of assets, or similar transaction, as well as in the event of an
insolvency, bankruptcy, or receivership in which information is transferred to
one or more third parties as one of our business assets and only if the recipient
of your personal information commits to a privacy policy that has terms
substantially consistent with this Policy.

When we disclose your personal information to third parties, we take reasonable
measures to ensure that the rules set forth in this Policy are complied with and
these third parties provide sufficient guarantees to implement appropriate technical
and organisational measures.
We may finally make certain automatically-collected, aggregated, or otherwise
non-personally-identifiable information available to third parties for various
purposes, including (i) compliance with various reporting obligations; (ii) for
business or marketing purposes; or (iii) to assist such parties in understanding your
interests, habits, and usage patterns for certain programs, content, services,
and/or functionality available through the Service.

5. DATA TRANSFER
Your personal information may be stored and processed in any country where we
have facilities or in which we engage third party service providers. By using the
Service, you consent to the transfer of information to countries outside your country
of residence, which may have different data protection rules than in your country.
While such information is outside of Canada, it is subject to the laws of the country
in which it is held, and may be subject to disclosure to the governments, courts or
law enforcement or regulatory agencies of such other country, pursuant to the laws
of such country. However, our practices regarding your personal information will
at all times continue to be governed by this Policy and, if applicable, we will comply
with the General Data Protection Regulation ("GDPR") requirements providing
adequate protection for the transfer of personal information from the EU/EEA to
third country.

6. RIGHTS REGARDING YOUR PERSONAL INFORMATION
On written request and subject to proof of identity, you may access the personal
information that we hold, used or communicated and ask that any necessary
corrections be made, where applicable, as authorized or required by law. However,
to make sure that the personal information we maintain about you is accurate and
up to date, please inform us immediately of any change in your personal
information by e-mail.
Under the GDPR, you may be entitled to specific provisions, including: (i) the right
to withdraw consent to processing where consent is the basis of processing; (ii)
the right to access your personal information and certain other supplementary
information, under certain conditions; (iii) the right to object to unlawful data
processing, under certain conditions; (iv) the right to erasure of personal
information about you, under certain conditions; (v) the right to demand that we
restrict processing of your personal information, under certain conditions, if you
believe we have exceeded the legitimate basis for processing, processing is no
longer necessary, or believe your personal information is inaccurate; (vi) the right
to data portability of personal information concerning you that you provided us in
a structured, commonly used, and machine-readable format, under certain
conditions; (vii) the right object to decisions being taken by automated means
which produce legal effects concerning you or similarly significantly affect you,
under certain conditions; (viii) the right to lodge a complaint with data protection
authorities. If you want to learn more about your rights under the GDPR, you can
visit the European Commission's page on Data Protection.

7. OUR POLICY ON CHILDREN'S INFORMATION
The Service is not directed to children under the age of 16, and we do not
knowingly collect personal information from children under the age of 16 without
obtaining parental consent. If you are under 16 years of age, then please do not
use or access the Service at any time or in any manner. If we learn that personal
information has been collected on the Service from persons under 16 years of age
and without verifiable parental consent, then we will take the appropriate steps to
delete this information. If you are a parent or guardian and discover that your child
under 16 years of age has provided personal information, then you may alert us
as set forth in the "Contact" section and request that we delete that child's personal
information from our systems.

8. HOW WE PROTECT YOUR INFORMATION
We follow generally accepted industry standards to protect the information
submitted to us, both during transmission and once we receive it. We maintain
appropriate physical, technical and administrative safeguards to protect personal
information against accidental or unlawful destruction, accidental loss,
unauthorized alteration, unauthorized disclosure or access, misuse, and any other
unlawful form of processing of the personal information in our possession.
However, no method of transmission over the Internet, or method of electronic
storage, is 100% secure. We cannot ensure or warrant the security of any
information you transmit to us or store on the Service, and you do so at your own
risk. We also cannot guarantee that such information may not be accessed,
disclosed, altered, or destroyed by breach of any of our physical, technical, or
administrative safeguards. If you believe your personal information has been
compromised, please contact us as set forth in the "Contact" section. If we learn
of a security systems breach, we will inform you and the authorities of the
occurrence of the breach in accordance with applicable law.
We will only keep your personal information for as long as reasonably necessary
to fulfil the relevant purposes set out in this Policy and in order to comply with our
legal and regulatory obligations. If you would like further information regarding the
periods for which your personal information will be kept, please contact us as set
forth in the "Contact" section.

9. HOW DO WE MAKE CHANGES TO THIS POLICY?
Please revisit this page periodically to stay aware of any changes to this Policy,
which we may update from time to time. If we modify the Policy, we will make it
available through the Service, and indicate the date of the latest revision, and will
comply with applicable law. Your continued use of the Service after the revised
Policy has become effective indicates that you have read, understood and agreed
to the current version of the Policy.

10. CONTACT
If you have any questions or comments about this Policy or your personal
information, to make an access or correction request, to exercise any applicable
rights, to make a complaint, or to obtain information about our policies and
practices with respect to any service providers outside Canada, our Privacy Officer
can be reached by email using the following contact information:
Substitutus Inc.
Privacy Officer
Louis-Charles Gagnon
privacy@substitutus.com
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